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ABSTRACT Fog computing is deemed as a highly virtualized paradigm that can enable computing at
the Internet of Things devices, residing in the edge of the network, for the purpose of delivering services
and applications more efficiently and effectively. Since fog computing originates from and is a non-trivial
extension of cloud computing, it inherits many security and privacy challenges of cloud computing, causing
the extensive concerns in the research community. To enable authentic and confidential communications
among a group of fog nodes, in this paper, we propose an efficient key exchange protocol based on ciphertext-
policy attribute-based encryption (CP-ABE) to establish secure communications among the participants.
To achieve confidentiality, authentication, verifiability, and access control, we combine CP-ABE and digital
signature techniques.We analyze the efficiency of our protocol in terms of security and performance.We also
implement our protocol and compare it with the certificate-based scheme to illustrate its feasibility.

INDEX TERMS Fog computing, security, ciphertext-policy attribute based encryption (CP-ABE), cloud
computing, communications security.

I. INTRODUCTION
Fog computing is a promising computing paradigm that
extends cloud computing to the edge of the network.
It enables a new breed of applications and services such as
location awareness, quality of services (QoS) enhancement,
and low latency. Fog computing can provide these services
with elastic resources at low cost. It also enables the smooth
convergence between cloud computing and IoT devices for
content delivery. As promising as it is, fog computing is fac-
ing many security issues. Secure communications are among
the issues that raise the most concerns from users when they
use fog computing to transmit their data to the cloud to be
stored and processed. In general, the significant threats in fog
computing networks are:

• Data Alteration: An adversary can compromise data
integrity by attempting to modify or destroy the legit-
imate data. Hence, it is essential to define a security

mechanism to provide data integrity verification of the
transmitted data between the fog nodes and the cloud.

• Unauthorized Access:An adversary can gain accesses to
unauthorized data without permission or qualifications,
which could result in loss or theft of data. This attack
raises a security issue that could expose a user’s private
information.

• Eavesdropping Attacks: eavesdroppers can gain unau-
thorized interception to learn a lot about the user infor-
mation transmitted via wireless communications. The
risk of such attacks is that they cannot be easily detected
because eavesdropping does not change anything in the
network operations.

The primary security requirements for the communications
between the fog nodes and the cloud are: confidentiality,
access control, authentication, and verifiability. To effec-
tively defend against the aforementioned threats, we need an
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efficient security mechanism that can satisfy the primary
security requirements. Attribute-Based Encryption (ABE)
developed by [1] is a promising solution that can provide
some of the security requirements. ABE is a public key
based on one-to-many encryption that employs the user’s
identity as an attribute. In ABE, a set of attributes and a
private key computed from the attributes are respectively used
for encryption and decryption. There are two main types of
ABE systems: Key-Policy ABE (KP-ABE) and Ciphertext-
Policy ABE (CP-ABE). In KP-ABE [2], [3], the roles of
the attributes are used to describe the ciphertext and an
access policy is associated with the user’s private key; while
in CP-ABE [1], [4]–[6], the attributes are associated with
the user’s private key and the ciphertext is associated with
an access policy. In this paper, we develop an encrypted
key exchange protocol based on Ciphertext-Policy Attribute
Based Encryption (CP-ABE) to enable authenticated and
confidential communications between fog nodes and the
cloud. The protocol establishes secure communications to
exchange the shared key that can be used to encrypt and
decrypt the exchanged information. Each fog node can obtain
the shared key only if the fog node satisfies the policy defined
over a set of attributes which is attached to the ciphertext.
Contribution: In this paper, we propose a novel encrypted

key exchange protocol based on CP-ABE for secure com-
munications in a fog computing network, which features the
following achievements:
• We develop a protocol for encrypted key exchange based
on CP-ABE that combines encryption and signature to
achieve a fine-grained data access control, confidential-
ity, authentication, and verifiability.

• We discuss the security of our protocol and prove its
correctness. In particular, we investigate the security of
our protocol under different attack scenarios.

• We analyze the performance of our proposed protocol
and illustrate its efficiency in terms of message size and
communication overhead.

• We implement and compare our protocol with a
certificate-based protocol and shows its feasibility.

This paper is structured as follows. Section II presents
the motivation of this study and sketches an overview of
the related work. In Section III, we introduce the network
model of our protocol. Section IV describes our proposed
protocol. Section V and Section VI respectively present the
security analysis and performance study of the protocol.
In Section VII, we report the implementation results of our
protocol. This paper is concluded in Section VIII.

II. MOTIVATION AND RELATED WORK
A. MOTIVATION
One of the real world applications that motivates our prob-
lem formulation is smart grids. A smart grid system is
an electrical grid that intelligently controls, measures, and
balances energy. It can automatically change to a differ-
ent energy resource depending on the availability and the
energy demand, which can help consumers optimize their

FIGURE 1. An example smart grid based on fog computing.

consumption and lower the cost of the bill. A smart grid sys-
tem consists of suppliers, cloud, and grid sensors or devices as
shown in Fig. 1. Each smart grid gathers data and sends it back
to the cloud via fog to analyze the behaviors of the consumers
and the suppliers. Then, the smart grid acts based on the
results of the analysis of the collected data. At this point, it
is clear that the smart grid system requires real-time process-
ing and distributed control. Fog computing can provide an
interplay between real-time and batch analytics, but it also
introduces new security challenges. In particular, attackers
can easily launch many attacks when data is transmitted
via a wireless channel and expose the users’ information.
Specifically, the transmitted data between fog nodes and the
cloud for processing purposes allow the adversary to launch
more sophisticated attacks. Additionally, existing protocols
suffer from several drawbacks as mentioned in Section VI-C.
Thereby, we need an efficient protocol to establish secure
communications between fog nodes and the cloud.

B. RELATED WORK
The main purpose of this paper is to propose an encrypted
key exchange protocol based on CP-ABE to resist several
sophisticated attacks in the fog computing network. Hence,
in this section, we summarize the most closer works along
two lines:
• ABE: Several existing researches [7]–[11] utilize ABE
as a part of their proposed solution to achieve different
security objectives. Li et al. [12] proposed a patient-
centric framework for data sharing access control to
personal health record stored in cloud servers. They
used the ABE techniques to achieve a high degree of
the user’s privacy and a fine-grained data access control
for personal health records. Another effort in [13] com-
bined KP-ABE with other techniques to simultaneously
achieve data confidentiality and scalable data access
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control in the cloud server. Recently, Hur [14] proposed
a novel CP-ABE scheme for data-sharing to enforce an
efficient data access control based on the data sharing
characteristics.

• Fog Computing: The fog computing platform provides
a highly scalable solution for IoT devices and applica-
tions. Many works discussed the role of fog comput-
ing in IoT environment. Alrawais et al. discussed the
security and privacy challenges of fog computing in IoT
environments. Fundamentally, they described how to use
fog computing to enhance the security and privacy issues
in IoT environments. Additionally, Hong et al. [16] ana-
lyzed the programmingmodel for large scale and latency
sensitive IoT applications utilizing the fog computing
platform. They studied the model with a camera network
and connected vehicle applications and showed the effi-
cient role of fog computing in IoT. Another work [17]
evaluated the suitability of fog computing in the context
of IoT environments. The authors developed a mathe-
matical model to evaluate the applicability of fog com-
puting and compared it with the traditional cloud com-
puting in terms of latency, cost, and power consumption.
Their results depicted the efficiency, provisioned QoS,
and eco-friendliness of fog computing in IoT technol-
ogy compared to cloud computing. Recent works have
demonstrated the role of fog computing on more spe-
cific IoT applications. Al Faruque and Vatanparvar [18]
proposed a Software Defined Network (SDN) based
on vehicle ad hoc networking supported by fog com-
puting. The proposed architecture solves many issues
in vehicle ad hoc networks by increasing the connec-
tivity between vehicles, vehicle-to-infrastructure, and
vehicle-to-base-station while integrating fog computing
to reduce latency and provide resource utility. The work
in [19] introduced the fog platform as a novel solu-
tion for energy management. They illustrated the energy
management as a service over fog computing on two dif-
ferent domains of home energy management and micro
grid-level energymanagement. Their results showed that
fog computing can improve efficiency, flexibility, inter-
operability, and connectivity, and can minimize the cost
and time of energy management services. Another effort
in [20] focused on health care applications, specifically a
pervasive health monitoring application, which requires
low latency and low network overhead. The authors
employed fog computing to monitor falls or strokes by
analyzing the data throughout the network and provide
real-time detection. Their experiments showed that the
proposed system achieves a low miss rate and low false
positive rate.

III. NETWORK MODEL AND PRELIMINARIES
1) NETWORK MODEL
A representative network architecture for fog and cloud com-
puting is illustrated in Fig. 2. This network architecture is

FIGURE 2. Our proposed protocol.

composed of the following entities: a cloud, a key genera-
tor server, fog nodes, and IoT devices. The key generator
server is used to generate and distribute the keys among the
involved entities. The cloud defines the access structure A
and performs the encryption to get ciphertext. We assume
that the access structure A is given to all fog nodes. The fog
node carries a set of attributes that is defined by an access
structure A associated with the ciphertext. In particular, we
assume that each fog node is associated with S attributes
that can be viewed as a meaningful string of arbitrary length.
For example, each fog node can have the following set
fogi = {model_number,manufactured_company, location},
. . . fogn = {location,model_number}. Thus, fogi can exe-
cute the protocol to establish secure communications with
other fog nodes and the cloud, if only its attributes set Si
satisfies A. Thereby, a party of fog nodes whose attributes
satisfy the access structure A can compute the shared key.

2) PRELIMINARIES
• Bilinear Pairing: Let G1 and G2 be two multiplicative
cyclic groups of prime order p and g be a generator
of G1. The bilinear pairing e : G1 × G1 → G2 has
the following properties:
1) Bilinearity: For all u, v ∈ G1 and a, b ∈ Zp,

we have e(ua, vb) = e(u, v)ab.
2) Non-degeneracy: The generator g should satisfy

e(g, g) 6= 1.
3) Computable: For any u, v ∈ G1, there exists an

efficient algorithm to compute e(u, v).
• Definition 1 (Access Structure [21]). Let {P1, . . .Pn} be
a set of parties. A collection A ⊆ 2{P1,...Pn} is monotone
if for ∀B,C : B ∈ A and C ⊆ B, which implies C ∈
A. A Monotone Access Structure (MAS) is a monotone
collection A of non-empty subsets of {P1, . . .Pn}. The
sets in A are called authorized sets, and the sets, which
are not in A , are called unauthorized sets.
In our protocol, a set of attributes plays the role of an
entity, and an access structure A specifies the policy
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FIGURE 3. An example of an access structure.

of the set of attributes. As proposed by [1], we restrict
our attention to monotonic access structures, which is
referred to as an access structure throughout the paper.

3) SECURITY GOALS
Our main security goals are to establish secure communica-
tions in the fog computing network. Thus, the system should
achieve the following security objectives:
• Confidentiality: Sensitive data should be only disclosed
to legitimate entities. In our system, we utilize CP-ABE
to ensure confidentiality of the transmitted data.

• Authentication: The system should prevent an active
adversary who does not have the privilege to change or
learn information of the transmitted data. Thus, a proper
security mechanism should be adopted to ensure the
authenticity of the data.

• Access Control: To reduce the risk of data exposure by
an active adversary, a fine-grained access control should
be enforced. The primary goal of our scheme design is to
exchange the shared key securely; however, our scheme
can be utilized to grant different access rights for each
fog node in the same group.

• Verifiability: From the entity’s signature, the fog node
can be convinced that the message is generated by the
same entity.

IV. OUR PROPOSED PROTOCOL
In order to achieve the security requirements of the commu-
nications between fog nodes and the cloud, we propose an
encrypted key exchange protocol based on CP-ABE [1], [22].
More specifically, we design a protocol such that each fog
node is associated with a set of attributes, and assign each
ciphertext with an expressive access structure that is defined
over these attributes. This feature enforces the decryption
procedure based on the fog node’s attributes. Each ciphertext
carries an access structure such that the fog can decrypt
the ciphertext and obtain the shared key only if it pos-
sesses the specified attributes in the access structure. In this
section, we propose our protocol based on the combination of
CP-ABE and digital signature techniques. First, we define the
access structure of our protocol. Then, we detail our protocol
algorithms.

In our protocol, we utilize an access tree proposed by [1] as
an access structureA, which is shown in Fig. 3. Let T be a tree

representing an access structure, where each non-leaf node is
a threshold gate, and each leaf node describes an attribute.
Assume that numx is the number of children of node x, and
kx is the threshold value, then 0 6 kx 6 numx . Each interior
node x is associated with two parameters kx and numx . The
threshold value kx outputs 1 if it is an OR gate, and outputs
numx if it is an AND gate. For each leaf node x, we define
the threshold value to be kx = 1. To facilitate the access
tree structure description, the following functions are defined:
parent(x) is the parent of the node x in the tree, att(x) is the
attribute of the leaf node x, and index(x) is the function that
returns a uniquely assigned number that is associated with
node x.
To satisfy the access tree, let T be a tree with a root node R,

and let Tx be a subtree rooted at node x. If a set of the attributes
γ satisfies Tx , then Tx(γ ) = 1. We compute Tx(γ ) = 1
recursively as follows:

• If x is a non-leaf node, we evaluate TxâĂŹ(γ ) based on
the children of x; if and only if at least kx of the children
return 1, Tx(γ ) = 1.

• If x is a leaf node, then Tx(γ ) = 1 if and only
if att(x) ∈ γ .

At the beginning of our protocol, each fog node is asso-
ciated with an access structure A. The protocol can be exe-
cuted with the following algorithms: Setup, Key Generation,
Encryption, and Decryption. A private key is issued for each
fog node based on the corresponding attribute set S. Then, the
cloud runs the encryption algorithm that outputs an encrypted
symmetric key. The cloud broadcasts the encrypted key to a
group of fog nodes. Upon receiving the encrypted key, each
fog node runs the decryption algorithm using its private key
to extract the symmetric key. Our protocol consists of four
algorithms that are detailed as follows:

Algorithm 1 Setup (K )
1: Choose bilinear groups G1 and G2 of prime order p; and

the generators g1 and g2;
2: Choose three random exponents α, β1, β2 ∈ Zp such that
β1 6= β2 6= 0;

3: Select a hash function as a random oracle
H : {0, 1}∗→ Zp;

4: The public key is published as:

PK = (G1,G2, g1, g2, p,H , h1 = gβ11 ,

h2 = gβ21 , e(g1, g1)
α) (1)

5: The master key is MK = (β1, β2, gα1 )

Algorithm 1 describes the system setup and is executed by
the key generator server. It takes the security parameter K as
an input, publishes the public parameters PK to all involved
entities, and holds the master key MK .
Algorithm 2 is also performed by the key generator server

to generate the secret key SK that belongs to an entity spec-
ified by its set of attributes S. It takes the public parameters
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Algorithm 2 Key Generation (MK ,PK , S)
1: Generate a key pair (sk , vk ) and select randoms r,
rv ∈ Zp;

2: Broadcast vk to others to verify the entity that belongs to
S;

3: for Each j ∈ S do
4: Choose rj ∈ Zp and compute
5: Dj = gr1 · H (j)rj and D′j = g

rj
1

6: end for
7: The secret key SK belonging to S is computed as:

SK = (D = gα+r/β11 ,E = gr/β21 ,∀j ∈ S : Dj,D′j) (2)

PK , the master keyMK , and the set of attributes S to generate
the secret key SK for the entity possessing S.

Algorithm 3 provides the details of the encrypted shared
key K . It is executed by the cloud that takes as inputs the
public parameters PK and the access tree structure T . It
outputs the ciphertext C that contains the symmetric key.

Algorithm 3 Encryption (PK ,T )
1: Let A be the access structure represented by T rooted at

node R;
2: Start from the root R and choose a random s ∈ Z and set
qR(0) = s;

3: For each node x in T choose a polynomial degree qx and
set the degree to dx = kx − 1;

4: for other nodes x in T do
5: Set qx(0) = qparent(x)(index(x))
6: Select dx randomly to define the polynomial qx
7: end for
8: Let Y be the set of leaf nodes in T , and the leaf nodes in T

describe the verification key vk , and let K = e(g1, g1)αs;
9: The ciphertext is constructed as follows:

CT = (T ,C1 = hs1,Cy = g
qy(0)
1

C1
y = H (att(y))qy(0) ,Cvk = h

qvk (0)
2

C ′vk = H (vk )qvk (0) : ∀y ∈ Y ) (3)

10: Compute σ = Signsk (CT )
11: The ciphertext is C = (CT , σ )

Algorithm 4 describes the decryption procedure to obtain
a shared symmetric key. This algorithm is executed by each
fog node, which takes as inputs the public parameters PK , the
secret key SK , and the ciphertext C . Then, it outputs either
the symmetric key K or ⊥. Note, the Lagrange’s coefficient
4i,S for i ∈ Zp and a set of elements in Zp is defined
as 4i,S =

∏
j∈S,j 6=i

x−j
i−j . Note that Algorithm 4 employs a

recursive function DecryptNode(), which was detailed in [1].

V. ANALYSIS OF THE PROPOSED PROTOCOL
In this section, we first show the feasibility and correctness
of our protocol. Then we analyze the security properties of

Algorithm 4 Decryption (SK ,PK ,C)
1: Verify the signature σ using vk ;
2: Compute:

Fvk =
e(Cvk ,H (vk ) · g

r/β2
1 )

e(C ′vk , h2)
(4)

3: for each node x do
4: if x is a leaf node and i ∈ S then

Fx = DecryptNode(CT , SK , x)
5: for all node z that are children of x do:

Fz = DecryptNode(CT , SK , z)
6: end if
7: end for
8: if Fz 6=⊥ then

Fx =
∏

z∈Sx F
4i,S′x

(0)
z , where i = index(z),

S ′x = index(z) : z ∈ Sx
9: end if
10: if The node is a root R then

FR = DecryptNode(CT , SK ,R)
11: if FR == e(g1, g1)r ·qR(0) then

FR =
∏

x∈{R,vk } F
4index(x),{R,vk }
x

12: end if
13: end if
14: Compute e(C1,D)

A to get K

the proposed protocol by examining how it can resist several
major attacks.

A. THE CORRECTNESS OF THE PROPOSED PROTOCOL
In this subsection, we illustrate that our protocol is correct and
feasible. The fog node must first verify the signature σ on C
using vk to correctly decrypt the ciphertext. The verification
is processed as follow:

Fvk =
e(Cvk ,H (vk ) · g

r/β2
1 )

e(C ′vk , h2)

=
e(Cvk , g

r/β2
1 ) · e(Cvk ,H (vk ))

e(C ′vk , h2)

=
e(hqvk (0)2 , gr/β21 ) · e(e(hqvk (0)2 ,H (vk ))

e(H (vk )qvk (0), h2)

= e(gβ2.qvk (0)1 , gr/β21 )

= e(g1, g1)rqvk (0) (5)

Then, a recursive function DecryptNode(CT , SK ,R) =
e(g1, g1)r ·qR(0) = e(g1, g1)rs is executed on the root R of the
subtree T . Let A = e(g1, g1)rs, the decryption procedure to
obtain the symmetric key is calculated as follow:

K ′ =
e(C1,D)

A
=
e(hs1, g

α+r/β1
1 )

e(g1, g1)rs

=
e(g1, g1)s(α+r)

e(g1, g1)rs

= e(g1, g1)αs = K (6)
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TABLE 1. The message size in Setup, Key Generation, Encryption, and
Decryption phases at the sender and receiver.

If the verification succeeds in (5), which implies that the
vk has not been replaced and the output in (6) is correct.
Otherwise, if the vk has been replaced in (5), the result in (6)
would be ⊥.

B. SECURITY ANALYSIS
In this subsection, we analyze the security strength of our pro-
posed protocol from the aspects of collusion attack resistance,
message authentication, and unforgeability.

1) COLLUSION ATTACK RESISTANCE
In the proposed scheme, we employ CP-ABE to guarantee the
security of the shared key (session key). CP-ABE provides an
access structure for each encrypted data, and requires only a
subset of the attributes for decryption. Since the secret key
involves a unique random number for each attribute in the
access policy, CP-ABE can defend against collusion attacks.
Thus illegal users can not obtain the exchanged shared key
via collusion activities.

2) MESSAGE AUTHENTICATION
Assume that the cloud wants to send the symmetric key
K to the fog nodes, which has the common attributes, the
cloud encrypts K with Algorithm 3, then it broadcasts
the encrypted message. When the fog nodes obtain the
encrypted message, they need their private keys SK = (D =
gα+r/β11 ,E = gr/β21 ,∀j ∈ S : Dj,D′j), which are computed by
Algorithm 2. Meanwhile, the fog nodes obtain the cloud’s
verification key vk . Then, the fog nodes verify the signa-
ture via Algorithm 4. If passed, the fog nodes decrypt the
encrypted message to obtain the symmetric keyK ; otherwise,
it is discarded.

3) UNFORGEABILITY
An adversary who wants to create a valid signature of a legal
user must possess the user’s private key. However, an adver-
sary cannot infer the private key SK . On the other hand, it is
impossible for the adversary to create a new, valid ciphertext
and signature from another user’s ciphertext and signature.
If the adversary modifies the ciphertext of the shared key,
the receiver can verify that the ciphertext is illegal using
Algorithm 4. If the adversary colludes with other users to
forge the ciphertext and signature, it cannot succeed because
CP-ABE can defend collusion attacks. Thus we claim that
our proposed scheme is unforgeable under chosen message
attacks.

VI. PERFORMANCE ANALYSIS
In this section, we analyze the message size and communi-
cation overhead of the proposed scheme. Since the message

TABLE 2. Communication overhead of the fog node and the cloud.

size is directly related to the communication cost, we start
from analyzing the message size.

A. MESSAGE SIZE
We analyze the message size of the proposed scheme as fol-
lows. The Setup phase of our scheme involves the public key
PK = (G1,G2, g1, g2, p,H , h1 = gβ11 , h2 = gβ21 , e(g1, g1)

α)
and master key MK = (β1, β2, gα), which result in a total
size of |G1| + |G2| + |g1| + |g1| + |p| + |H | + |h1| + |h2| +
|e|+|β1|+|β2|+|gα| = 11|G1|+|H |. In the Key Generation
phase, the key generation server needs to generate the secret
key SK = (D = gα+r/β1 ,E = gr/β2 ,∀j ∈ S : Dj,D′j)
for the cloud. The total message size can be calculated as
|D| + |E| + ||S||(|Dj| + |D′j|) = 2|G1| + 2||S|||G1| =

(2+2||S||)|G1|, where ||S|| is the number of attributes. In the
Encryption phase, the cloud encrypts the symmetric key to
generate the ciphertext C and signature σ ; thus the message
size is |CT | + |σ | = |C|. In the Decryption phase, the fog
node needs to store the symmetric key K , so the size is |K |
Table 1 shows the message size in Setup, Key Generation,
Encryption, and Decryption phases.

B. COMMUNICATION OVERHEAD
The cloud and fog nodes exchange the shared key, which
can be transmitted between them when needed; thus the
communication overhead is mainly related to the size of the
ciphertext.

The Key Generation phase proposed in Section IV does not
involve any message exchange, and thus its communication
cost is zero. In the Encryption phase, the cloud sends the
ciphertext CT and signature σ to the fog nodes, and thus
the cost is |CT | + |σ |. The Decryption phase involves no
communication, and thus the cost is zero. Table 2 summarizes
the communication cost of our proposed scheme.

C. COMPARISON
In this subsection, we present a comparison study between
our scheme and the traditional certificate-based scheme in
terms of computational cost, transmission cost, and revoca-
tion issues.

To evaluate the impact of the computational overhead in
our scheme and the certificate-based scheme, we are mainly
concerned about the cryptographic operations: encryption
and decryption. In a certificate-based scheme, the computa-
tional cost takes 7201.3 ms according to Hong and Lim in
their work on biometric enabled X. 509 certificate. This cost
is mainly due to the decryption operation that includes the
verification phase for the certificate’s signature. The certifi-
cate’s signature cost grows linearly with the length of the
certificate chain. In our scheme, the total computational cost
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FIGURE 4. The performance of our scheme. (a) The key generation time. (b) The encryption time. (c) The decryption time.

is 638.9 ms. The major computational overhead occurred
in the encryption phase due to the additional cost of the
signature operation.

Another issue in the certificate-based scheme is the trans-
mission cost. This scheme utilizes the certificate to bind the
identity information to the keys. This means the certificate
needs to be transferred alongside with the signature to verify
it properly and thereby significantly increase the transmission
overhead. Lastly, additional overhead results from checking
the certificate’s status and the certificate’s validity period
using either the Certificate Revocation List (CRL) or Online
Certificate Status Protocol (OCSP). In fact, the most common
revocation approach is the CRL which is required to down-
load the CRL file to check the certificate’s status. The size
of a CRL file can vary between a few bytes to megabytes
depending on the number of the revoked certificates and thus
it adds a storage overhead.

In contrast, our scheme does not incur any transmission
overhead because it does not need to exchange certificates
or any identity information since the user’s attributes are
associated with the private key. Additionally, there is no need
to download a file or communicate with a third party to check
the certificate’s status since each private key is correlatedwith
an expiration date. In summary, our scheme is more efficient
and feasible compared with the certificate-based scheme.

VII. IMPLEMENTATION
We run the experiment on Python under OS X 10 operating
system with a 1.3 GHz Intel Core i5. We utilize the Charm
cryptography library that wraps the Stanford Pairing-Based
Cryptography (PBC), which is an open source library that
performs the core mathematical functions of pairing-based
cryptosystems. We test our algorithms under (SS512) elliptic
curves with symmetric bilinear pairings and the numbers of
attributes are chosen from 5 to 30.

Fig. 4(a) shows the run time of Algorithm 2, where times
are measured in milliseconds. The algorithm runs in linear
time with the number of attributes that is associated with the
number of issued keys. The performance of Algorithm 3 is
illustrated in Fig. 4(b) where the polynomial operations at

the leaf nodes do not add a significant amount of time to
the running time. The running time of Algorithm 4 is shown
in Fig. 4(c). It is slightly higher than the original algorithm
due to the verification process. However, considering that
our protocol provides signature and encryptionwith relatively
trivial time in practice, our protocol is more desirable and
feasible than the existing ones.

Briefly, the running times in both Algorithm 2 and
Algorithm 3 are predictable as they depend on the number of
attributes associated with the keys or the leaf nodes. In Algo-
rithm 4, the performance depends on the number of available
attributes and the access tree policy.

VIII. CONCLUSION
In this paper, we design an encrypted key exchange protocol
to establish secure communications among a group of fog
nodes and the cloud. In our protocol, we utilize the digital
signature and CP-ABE methods to achieve the primary secu-
rity goals: confidentiality, authentication, verifiability, and
access control. We analyze the security of our protocol and
show its correctness and feasibility.We also provide an imple-
mentation of our scheme. We further compare the proposed
scheme with the certificate-based scheme and illustrate its
efficiency.

In our future research, we will focus on the following
directions. First, we intend to design a secure protocol with
less computation overhead tomake it suitable for IoT commu-
nications. Second, we will design an efficient access structure
for fog computing and IoT devices.
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